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DETAILED ACTION 
Acknowledgements 

1 . This Office Action has been given Paper No. 20070613 for reference purposes only. 

2. This Office Action is in correspondence to Amendment filed on 04/23/2007. 

3. Claims 7 and 50 have been amended. 

4. Claims 1-50 are currently pending. 



Response to Arguments 

5. The claim objections have been withdrawn due to Applicant's amendments, 

6. Applicant's arguments filed 04/23/2007 have been fully considered but they are not 
persuasive. With respect to the Applicant's arguments regarding the independent claims 1, 24, 
35, 40 and 47, the arguments are moot in view of the updated rejections regarding Herman. 
Applicant has argued, ''Herman fails to disclose receiving a request to generate a secure 
electronic record of a third-party transaction, wherein the received request includes data 
associated with the third-party transaction". Although, Herman clearly does teach this limitation 
in i.e. Fig. 22-24 associated with ^ [0783-0789]. Applicant's argument regarding the 35 U.S.C. 
103 rejection has been fully considered but is considered moot, due to the same reason as 
mentioned above. 
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Claim Rejections - 35 (JSC §102 

1, The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 

basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed pubhcation in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 

8. Claims 1-13, 16-20, 23-24, and 26-50 are rejected under 35 U.S.C. 102(b) as being 
anticipated by Herman et al. (U.S. Pub. No. 2002/0073 043 )[hereinafter Herman]. 

9. As per claim 1, Herman teaches a computer-implemented method comprising: 

■ receiving a request to generate a secure electronic record of a third-party 
transaction, wherein the received request includes data associated with the third- 
party transaction (i.e. Fig, 22-24; H [0783-0789]); 

■ generating the secure electronic record of the third-party transaction (i.e. Fig. 22); 

■ transmitting at least a portion of the secure electronic record to a client system (i.e. ^ 
[0746-0747]). 

10. As per claim 2, Herman teaches the method of claim as described above. Herman also 
teaches wherein generating the secure electronic record of the third-party transaction 
comprises: 

■ generating a hidden part of the secure electronic record to be accessible by at least a 
subset of a plurality of clients (Fig. 20; 110727 - 1|0732; 110225); 
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■ generating a visible part of the secure electronic record to be accessible by at least a 
subset of the plurality of clients (fig. 22). 

11. As per claim 3, Herman teaches the method of claim 1 as described above. Herman 
further teaches wherein generating the secure electronic record of the third-party transaction 
comprises: 

■ authenticating the received data associated with the third-party transaction 

(Merchant verification of transaction with Key (LED0)(1[ 0734)). 

12. As per claim 4, Herman teaches the method of claim 1 as described above., wherein 
generating the secure electronic record of the third-party transaction comprises: 

■ generating a digital signature for the secure electronic record (^ 0225). 

13. As per claim 5, Herman teaches the method of claim 1 as described above, Herman 
further teaches wherein generating the secure electronic record of the third-party transaction 
comprises: 

■ encrypting at least a portion of the secure electronic record (^ 0225). 

14. As per claim 6, Herman teaches the method of claim 1 as described above. Herman 
further teaches wherein generating the secure electronic record of the third-party transaction 
comprises: 

■ providing an identifier for the secure electronic record to uniquely identify the 
secure electronic record (Fig. 9; T|01 16 - HOI 19). 
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15. As per claim 7, Herman teaches the method of claim 1 as described above. Herman 
further teaches wherein generating the secure electronic record of the third-party transaction 
comprises: 

■ generating a secure electronic receipt of the third-party transaction (Fig. 19; ^ 0723). 

16. As per claim 8, Herman teaches the method of claim 1 as described above. Herman 
further teaches wherein receiving data associated with the third-party transaction further 
comprises: 

■ receiving data associated with the third-party transaction from a first client system 

(Fig. 23 - Fig. 24; 110787 - 110788); 

■ receiving data associated with the third-party transaction from a second client 
system, wherein the second client system receives at least a portion of the data 
associated with the third-party transaction from the first client system (Fig. 23 - Fig. 
24; 110787 - 110788), 

17. As per claim 9, Herman teaches the method of claim 1 as described above. Herman 
further teaches wherein receiving data associated with the third-party transaction comprises: 

■ receiving an authentication token corresponding to the data associated with the 
third-party transaction (110298 - 110304). 

18. As per claim 10, Herman teaches the method of claim 1 as described above. Herman 
further teaches wherein receiving data associated with the third-party transaction comprises: 
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■ receiving a digital signature corresponding to the data associated with the third- 
party transaction (1|0225). 

19. As per claim 11, Herman teaches the method of claim 1 as described above. Herman 
further teaches wherein the secure electronic record is a secure electronic receipt 0012). 

20. As per claim 12, Herman teaches the method of claim 1 as described above. Herman 
further teaches wherein receiving data associated with the third-party transaction comprises: 

■ receiving the data according to the HyperText Transfer Protocol (HTTP)(1I0658). 

21. As per claim 13, Herman teaches the method of claim 1 as described above. Herman 
further teaches wherein transmitting at least a portion of the secure electronic record to a client 
further comprises: 

■ transmitting a first portion of the secure electronic record to a first client (A Smart 
Receipt is delivered by a Smart Receipt Agent over a secure connection from the 
merchant to the Trusted Agent Server upon successful completion of a purchase and 
reflects the details of the transaction. It is stored in a secure database on the Trusted 
Agent Server and is made available to the Buyer (user) through a Trusted Agent located 
on his machine. The Trusted Agent Server compares the order record Limited Edition 
Digital Objects (LEDOs) stored in database with the Smart Receipt's LEDO to find the 
corresponding order record. The Smart Receipt provides the customer with detailed 
information about an online purchase in a standardized format. Hyperlinks embedded in 
the Smart Receipt enable the customer to access customer service and order status 
(abstract)); 
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■ transmitting a second portion of the secure electronic record to a second client (A 
Smart Receipt is delivered by a Smart Receipt Agent over a secure connection from the 
merchant to the Trusted Agent Server upon successful completion of a purchase and 
reflects the details of the transaction. It is stored in a secure database on the Trusted 
Agent Server and is made available to the Buyer (user) through a Trusted Agent located 
on his machine. The Trusted Agent Server compares the order record Limited Edition 
Digital Objects (LEDOs) stored in database with the Smart Receipt's LEDO to find the 
corresponding order record. The Smart Receipt provides the customer with detailed 
information about an online purchase in a standardized format. Hyperlinks embedded in 
the Smart Receipt enable the customer to access customer service and order status 
(abstract)). 

22. As per claim 16, Herman teaches the method of claim 1 as described above. Herman 
further teaches wherein the received request specifies at least some of a plurality of clients to 
which the secure electronic record is transmitted (Fig. 1 - multiple end users; U 0225, 
Examiner is interpreting the fact that the data is encrypted signifies a plurality of clients 
associated with the data because it would not be encrypted if many clients were not involved). 

23. As per claim 17, Herman teaches the method of claim 1 as described above. Herman 
further teaches wherein the received request defines a portion of the secure electronic record 
that is transmitted to the client (Fig. 4 - STEP 2) 
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24. As per claim 18, Herman teaches the method of claim 1 as described above. Herman 
further teaches encrypting, at least a portion of, the generated secure electronic record of the 
third-party transaction 0225). 

25. As per claim 19, Herman teaches the method of claim 1 as described above. Herman 
further teaches obtaining a digital signature corresponding to the received data associated 
with the third-party transaction 0225). 

26. As per claim 20, Herman teaches the method of claim 1 as described above. Herman 
further teaches authenticating the received data associated with the third-party transaction 
(II 0225). 

27. As per claim 23, Herman teaches the method of claim 1 as described above. Herman 
further teaches maintaining a copy of the transmitted portion of the secure electronic record 
to validate the transfer of the secure electronic record 001 1). 

28. As per claim 24, Herman teaches a system comprising: 

■ a secure electronic record server system to generate a secure electronic record 
responsive to receiving data associated with a third-party transaction (i.e. Fig. 23 - 
element 2302 "Trusted Agent Server"); 

■ a plurality of client systems coupled with the server system to receive the secure 
electronic record from the secure electronic record server system (i.e. Fig. 23; ^ 
[0786]). 
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29. As per claim 26, Herman teaches the system of claim 24 as described above. Herman 
further teaches wherein the secure electronic record is a secure electronic receipt (Fig. 19; 
110723). 

30. As per claim 27, Herman teaches the system of claim 24 as described above. Herman 
further teaches wherein the secure electronic record server system is coupled with the 
plurality of client systems through the Internet (Fig. 1). 

31. As per claim 28, Herman teaches the system of claim 27 as described above. Herman 
further teaches wherein the secure electronic record server system comprises: 

■ an authentication mechanism to authenticate the received data associated with the 
third-party transaction (Merchant verification of transaction with Key (LED0)(1| 
0734)). 

32. As per claim 29, Herman teaches the system of claim 28 as described above. Herman 
further teaches wherein the authentication mechanism implements, at least in part, Request 
For Comments 2617 to authenticate the received data associated with the third-party 
transaction (H 0225; Examiner is interpreting the use of secure hashing as implementing RFC 
2617). 

33. As per claim 30, Herman teaches the system of claim 27 as described above. Herman 
further teaches wherein the secure electronic record server system comprises: 

■ an encryption mechanism to encrypt at least a portion of the secure electronic 
record (H 0225). 
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34. As per claim 31, Herman teaches the system of claim 30 as described above. Herman 
further teaches wherein the encryption mechanism implements, at least in part, the 
Extensible Markup Language Encryption Standard to encrypt at least a portion of the 
secure electronic record (H 0225 and H 0724). 

35. As per claim 32, Herman teaches the system of claim 27 as described above. Herman 
further teaches wherein the secure electronic record server system comprises: 

■ a digital signature mechanism to verify that the received data associated with the 
third-party transaction has not been altered 0277 and ^ 0225). 

36. As per claim 33, Herman teaches the system of claim 32 as described above. Herman 
further teaches wherein the digital signature mechanism implements, at least in part, 
Request For Comments 3275 to verify that the received data associated with the third- 
party transaction has not been altered 0277 and ^ 0225). 

37. As per claim 34, Herman teaches the system of claim 24 as described above. Herman 
further teaches wherein the secure electronic record server system comprises: 

■ an identifier generator to provide a unique identifier for the secure electronic record 

(110098). . 

• 38. As per claim 35, Herman teaches the application server comprising: 

■ a network interface to connect to a client system (i.e. Fig. 23); 
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■ a processor and logic executable [0003]) thereon to receive a request to generate a 
secure electronic record of a third-party transaction from the client system, wherein 
the received request includes data associated with the third-party transaction (i.e. 
Fig. 22-24; H [0783-0789]), 

■ generate a secure electronic record of the third-party transaction (i.e. Fig. 22; ^ 
[0745-0747]), and 

■ • transmit at least a portion of the secure electronic record to a plurality of clients i.e. 

(H [0746-0747] and [0752]); 

■ a network interface to connect to at least one of the plurality of clients (i.e. Fig. 23). 

39. As per claim 36, Herman teaches the application server of claim 35 as described above. 
Herman further teaches wherein the processor and logic executable thereon to generate the 
secure electronic record of the third-party transaction at the server system includes logic 
executable thereon to: 

■ authenticate the received data associated with the third-party transaction (^ 0225). 

40. As per claim 37, Herman teaches the application server of claim 35 as described above. 
Herman further teaches wherein the processor and logic executable thereon to generate the 
secure electronic record of the transaction at the server system includes logic executable thereon 
to: 

• reference a digital signature associated with the received data to determine whether 
the received data has been altered (^ 0225). 
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41. As per claim 38, Herman teaches the application server of claim 35 as described above. 
Herman further teaches wherein the processor and logic executable thereon to generate the 
secure electronic record of the transaction at the server system includes logic executable thereon 
to: 

■ encrypt at least a portion of the secure electronic record 0225). 

42. As per claim 39, Herman teaches the application server of claim 35 as described above. 
Herman further teaches: 

■ an identifier generator to provide a unique identifier for the secure electronic record 

(H 0098). 

43. As per claim 40, Herman teaches an application server comprising: 

■ means for receiving a request to generate a secure electronic record of a third-party 
transaction, wherein the received request includes data associated with the third- 
party transaction (i.e. Fig. 22-24; H [0783-0789]); 

" means for generating the secure electronic record of the third-party transaction (i.e. 
Fig, 22; H [0743-0746]); 

■ means for transmitting at least a portion of the secure electronic record to a 
plurality of client systems (i.e. Fig. 23; | [0746-0747]). 
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44. As per claim 41, Herman teaches the system of claim 40 as described above. Herman 
further teaches wherein the means for generating the secure electronic record of the third-party 
transaction comprises: 

■ means for generating a hidden part of the secure electronic record to be accessible 
by a subset of the plurality of clients (The Cryptography/Security Module; H 0225); 

■ means for generating a visible part of the secure electronic record to be accessible 
by the plurality of clients (The Cryptography/Security Module; f 0225). 

45. As per claim 42, Herman teaches the system of claim 40 as described above. Herman 
further teaches wherein the means for generating the secure electronic record of the transaction at 
the server system comprises: 

■ means for authenticating the received data associated with the transaction (The 
Cryptography/Security Module; H 0225). 

46. As per claim 43, Herman teaches the system of claim 40 as described above. Herman 
further teaches wherein the means for generating the secure electronic record of the third-party 
transaction comprises: 

■ means for creating a digital signature associated with the generated secure 
electronic record to provide an indication of whether the generated secure electronic 
record has been altered (The Cryptography/Security Module; H 0225). 
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47. As per claim 44, Herman teaches the system of claim 40 as described above. Herman 
further teaches wherein the means for generating the secure electronic record of the third-party 
transaction comprises: 

■ means for encrypting at least a portion of the secure electronic record (The 
Cryptography/Security Module; ^ 0225). 

48. As per claim 45, Herman teaches the system of claim 40 as described above. Herman 
further teaches wherein the means for generating the secure electronic record of the third-party 
transaction comprises: 

■ means for providing an identifier for the secure electronic record to uniquely 
identify the secure electronic record fll 0098). 

49. As per claim 46, Herman teaches the system of claim 40 as described above. Herman 
further teaches wherein the means for generating the secure electronic record of the third-party 
transaction comprises: 

■ means for generating a secure electronic receipt for the third-party transaction (Fig. 
19; 110723). 

50. As per claim 47, Herman teaches an article of manufacture comprising: 

" an electronically accessible medium providing instructions (abstract) that, when 
executed by an apparatus, cause the apparatus to: 
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■ receive a request to generate a secure electronic record of a third-party transaction, 
wherein the received request includes data associated with the third-party 

transaction (i.e. Fig. 22-24; H [0783-0789]); 

■ generate the secure electronic record of the third-party transaction (i.e. Fig. 22); 

■ transmit at least a portion of the secure electronic record to a plurality of clients (i.e. 
H [0746-0747]). 

51. As per claim 48, Herman teaches the article of manufacture of claim 47 as described 
above. Herman further teaches wherein the electronically accessible medium provides further 
instructions that, when executed by the apparatus, cause the apparatus to encrypt the generated 
secure electronic record of the third-party transaction (^ 0225). 

52. As per claim 49, Herman teaches the article of manufacture of claim 47 as described 
above. Herman further teaches wherein the electronically accessible medium provides further 
instructions that, when executed by the apparatus, cause the apparatus to obtain an electronic 
signature corresponding to the received data associated with the third-party transaction (^ 

0225). 

53. As per claim 50, Herman teaches the article of manufacture of claim 47 as described 
above. Herman further teaches wherein the electronically accessible medium provides further 
instructions that, when executed by the apparatus, cause the apparatus to authenticate the 
received data associated with the third-party transaction (^ 0225). 
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Claim Rejections - 35 USC §103 

54. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

55. Claims 14-15, 21-22, and 25 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Herman in view of Hrobsky (Reference U on attached PTO - 892). 

56. As per claim 14, Herman teaches the method of claim 1 as described above. Herman 
further teaches the method of transmitting at least a portion of the secure electronic record to a 
client (H 0012). However, Herman does teach the transmission to a special authority. 

However, Hrobsky does teach the transmission of an electronic record to a special 
authority (the government has announced a new method for filing taxes - through the internet. 
The Ministry of Finance and the Ministry of Information and Technology have designed a web- 
based system of tax forms that allow users to fill out and submit their taxes). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time of the 
invention to incorporate the transmission to a special authority with Reference A, for the useful 
purposes of faster processing time, greater accuracy, and immediate confirmation upon 
reception, as taught by Hrobsky. 

57. As per claim 15, Herman and Hrobsky teach the method of claim 14 as described above. 
Herman does not teach wherein the special authority is a tax collecting authority. 
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However, Hrobsky does teach the transmission of an electronic record to a special 
authority tax collecting agency (the government has announced a new method for filing taxes - 
through the internet. The Ministry of Finance and the Ministry of Information and Technology 
have designed a web-based system of tax forms that allow users to fill out and submit their 
taxes). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time of the 
invention to incorporate the transmission to a special authority tax collecting agency with 
Reference A, for the useful purposes of faster processing time, greater accuracy, and immediate 
confirmation upon reception, as taught by Hrobsky. 

58. As per claim 21, Herman teaches the method of claim 1 as described above. Herman 
further teaches the method of transmitting at least a portion of the secure electronic record to a 
client (U 0012). However, Herman does teach the transmission to a special authority. 

However, Hrobsky does teach the transmission of an electronic record to a special 
authority (the government has announced a new method for filing taxes - through the internet. 
The Ministry of Finance and the Ministry of Information and Technology have designed a web- 
based system of tax forms that allow users to fill out and submit their taxes). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time of the 
invention to incorporate the transmission to a special authority with Reference A, for the useful 
purposes of faster processing time, greater accuracy, and immediate confirmation upon 
reception, as taught by Hrobsky. 
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59. As per claim 22, Herman and Hrobsky teach the method of claim 21 as described above. 
Herman does not teach wherein the special authority is a tax collecting authority. 

However, Hrobsky does teach the transmission of an electronic record to a special 
authority tax collecting agency (the government has announced a new method for filing taxes - 
through the internet. The Ministry of Finance and the Ministry of Information and Technology 
have designed a web-based system of tax forms that allow users to fill out and submit their 
taxes). 

Therefore^ it would have been obvious to one of ordinary skill in the art at the time of the 
invention to incorporate the transmission to a special authority tax collecting agency with 
Reference A, for the useful purposes of faster processing time, greater accuracy, and immediate 
confirmation upon reception, as taught by Hrobsky. 

60. As per claim 25, Herman teaches the system of claim 24 as described above. Herman 
does further teach a plurality of client systems (Fig. 1). Herman does not fiirther teach wherein 
the plurality of client systems includes a tax collecting authority client system. 

However, Hrobsky does further teach a tax collecting authority client system (the 
government has announced a new method for filing taxes - through the internet. The Ministry of 
Finance and the Ministry of Information and Technology have designed a web-based system of 
tax forms that allow users to fill out and submit their taxes). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time of the 
invention to incorporate the transmission to a special authority tax collecting agency with 
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Reference A, for the useful purposes of faster processing time, greater accuracy, and immediate 
confirmation upon reception, as taught by Hrobsky. 
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Examiner Note 

61 . Examiner has cited particular columns and line numbers in the references as applied to 
the claims above for the convenience of the applicant. Although the specified citations are 
representative of the teachings in the art and are applied to the specific limitations within the 
individual claim, other passages and figures may be applied as well. It is respectfully requested 
from the applicant, in preparing responses, to fully consider the reference in its entirety as 
potentially teaching all of part of the claimed invention as well as the context of the passage as 
taught by the prior art or disclosed by the examiner. 
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Conclusion 



62. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1 .136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the mailing 
date of this final action. 




Peter L. Ludwig 
Patent Examiner 
Art Unit 3621 
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